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Finding Collisions as a Continuing Optimization Process

message
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work factor
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Two key techniques of Wang et al.:
Manually find suitable complex characteristic NL1 and NL2
Advanced message modification to improve work factor

Methods are rather ad hoc (manual)
Optimization?
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New View – Roughly Illustrated

Fix Message Difference

Fix L-characteristic

Fix NL-characteristic

Optimize Search
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Principles 
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Signed-bit 4-6

Generalized: 16
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Principles 

Generalized conditions

Use “bit-sliced design” to efficiently
Propagate conditions within one step transformation
Propagate conditions among all step transformations
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Principles 

Generalized conditions

Use “bit-sliced design” to efficiently
Propagate conditions within one step transformation
Propagate conditions among all step transformations

Precise estimate of work factor
Model: simple depth-first exhaustive search
#nodes in search tree

Continuously add more conditions to improve work factor
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New View – Roughly Illustrated

work factor
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Fix Message Difference

Fix L-characteristic

Fix NL-characteristic

Optimize Search
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New View – Roughly Illustrated

Fix Message Difference

Fix L-characteristic

New Unified Method
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Example: 64-step SHA-1 Collision

64-step 2-block 
colliding pair of 
messages

Work factor was 
equivalent to 235 SHA-1 
computations
(1 day on a single PC)
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Summary – What’s new?

Automatically finding complex characteristics 
for SHA-1

Precise calculation of work factor and available 
degrees of freedom for collision search 

New and slim final search procedure
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Future Work / Work in Progress

Updated 80-step estimate 

Apply to other hash functions like
RIPEMD-160, SHA-2 members

Allow arbitrary different messages 
before colliding block

Speedup for herding attacks
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